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Logged on all the time has its dangers

James Turner

BOSTON— |nternet users fed up with the relatively low speed of dial-up connections may consider cable
modems and other high-speed connections a blessing. But along with the high speed and constant
connectivity (the Internet dial tone is always on) comes some increased security risk and a requirement for
greater diligence

Most of the risk comes from the persistence of the connection. Because dial-up connections are constantly
made and broken, the Internet provider (IP) address of your computer constantly changes. This means that
someone trying to break into your system has a limited amount of time to probe your defenses before the
connection is broken and a new numerical configuration is created. Conversely, cable modem connections
persist for days or weeks with the same IP address assigned to your computer. This gives a potential
intruder lots of time to try out his or her bag of tools against your system because only one unchanging
numerical configuration is in use.

In addition, many cable modem systems are designed so that all the computers on a local loop of the
system (like a telephone party line) appear to be on one big local-area network (LAN), a short-distance
network used to link a group of computers together within a building.

Operating systems like Microsoft Windows may be inadvertently broadcasting their presence to everyone
else on the cable system. Some cable companies, like Colorado-based MediaOne, have started filtering out
this possibility. This shields your system from having its local file systems exposed to the outside world.

Still, there are some simple steps that will increase your protection.

*If you use a system that stores software from other systems to share your connection, you have some
special concerns. Improperly configured, this connection could allow outside users a gateway to your
computer. The vendor should have information on its Web page about how to guard against this.

In general, if you have a LAN set up in your home, you should take the time to learn the basics of network
security. You may even want to learn something about firewalls, software designed to protect your LAN from

unauthorized access from outside your system.

*Don't run Web or file transfer servers on your computer unless you are absolutely sure you understand the
security configuration involved.

*Use a virus scanner to guard against software that allows others to gain control of your computer via the
Internet.

*Don't open e-mail attachments you don't recognize. Don't run software if you're unsure of the source.

*Check on your service-provider's Web pages for additional recommendations on how you can configure
your computer to protect yourself.
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